Denumirea autorititii contractante:
Tip procedura achizitie:

Obiectul achizitiei:
Cod CPV:

Data publicarii anuntului de intentie:

ANUNT DE PARTICIPARE
la procedura de achizitie publica de tip CERERE A OFERTELOR DE PRETURI

nr.

Pachete software IT
48517000-5

Nu e specificata

18/00020 din 05.01.2018

Agentia de Stat pentru Proprietatea Intelectuala
Cerere a ofertelor de preturi

Aceastd invitatie la procedura de achizitie este urmarea anuntului de participare publicat in Buletinul Achizitiilor Publice
Nr.: 2 din 05.01.2018.

In scopul achizitionarii "Pachete software IT"
conform necesitatilor autoritatii contractante (in continuare — Cumparator), pentru perioada bugetara: 2018
este alocatd suma necesara din sursa alocatiilor: Buget propriu

Cumpiratorul invita operatorii economici interesati, care 1i pot satisface necesititile, sa participe la procedura privind
livrarea/prestarea/executarea urmatoarelor Bunuri:

Lista: Bunuri si specificatii tehnice

Unitatea de

Specificarea tehnica deplina

evenimentelor referitoare la actiunile asupra
datelor si setarilor (Server de date, Active
Directory)

Nr.d/o| Cod CPV Denumire: Bunuri solicitate misura Cantitatea Sl S b e e
1 Prelungirea licentei pentru Fortinet
Fortigate 300D
1.1 48517000-5 [Licenta pentru Fortinet Fortigate 300D S/N Bucata 1.00| Prelungirea licentelor Fortinet,
FGT3HD3914800643 3 (trei) ani UTM security services
including NGFW Application
Control and IPS, Web Filtering,
Antivirus, Antispam, and core
FortiCare security services with 8x5
support.
2 Soft pentru audit, monitorizare, corelare a
datelor referitoare la actiunile asupra
datelor stocate pe serverele de fisiere
2.1 48517000-5 [Soft pentru audit, monitorizare, corelarea Bucata 1.00]Server de date (fileserver) — 170 de

utilizatori.
Active Directory — 150 de
utilizatori.

DATA COLLECTION AND
STORAGE

Non-intrusive architecture
Operates without agents so it never
degrades system performance or
causes downtime.

Certified collection of audit data
Doesn’t use any undocumented
methods to collect data from your
systems, since such methods can
result in denial of support from
Microsoft or other core vendors.
Noise-free security analytics
Collects raw machine data and
transforms it into clear, actionable
information about every user
action, without any system noise.
Reliable audit data

Consolidates audit data from
multiple sources (event logs,
configuration snapshots, change
history records, etc.) to get the most
reliable audit data without gaps.
Detailed information about every
change

Captures and delivers full details
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Nr. d/o

Cod CPV

Denumire: Bunuri solicitate

Unitatea de
masura

Cantitatea

Specificarea tehnica deplina
solicitata, Standarde de referinta

2.1

48517000-5

Soft pentru audit, monitorizare, corelarea
evenimentelor referitoare la actiunile asupra
datelor si setarilor (Server de date, Active
Directory)

Bucata

1.00

about changes and access attempts,
including when and where any
given change was made, who made
it, and what exactly was changed.
Before and after values

Performs full side-by-side
comparison and captures before and
after values for all modified objects.
Long-term storage

Utilizes a scalable two-tiered
storage system (SQL database for
reporting and file-based
compressed storage for long-term
storage). This storage keeps a
complete audit trail for more than
10 years without performance
degradation, and ensures easy
access to it throughout the whole
retention period.

Consolidated approach for hybrid
cloud IT infrastructures

Collects audit data from any
existing on-premises or

cloud applications and stores it in a
secure central repository,

ready for the unified search and
reporting.

SUPPORTED SYSTEMS AND
AUDIT SCOPE

Active Directory and Group Policy
* Reports on Active Directory and
Group Policy changes

* Time-specific information on
AD and Group Policy
configurations

* Logon auditing

* Support of both trusted and non-
trusted domains

MS Exchange

* Information on changes to
Exchange Server configuration,
Exchange databases, mailboxes,
mailbox delegation and permissions
» Non-owner mailbox access
auditing

» Support of Exchange 2016
Windows File Servers, NetApp,
EMC

» Reporting on changes to files,
folders, shares and permissions

* Reporting on files moved,
renamed or copied

* Information on successful and
failed read attempts

* Time-specific information on
effective permissions, including
excessive access rights

* Support of multiple files servers
and file appliances in multiple sites,
domains, and OUs

*  Support of EMC Isilon and
NetApp Data ONTAP 9

Windows Server

» Reports on all changes made to
server configuration — hardware
and software, services, applications,
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Nr. d/o

Cod CPV

Denumire: Bunuri solicitate

Unitatea de
masura

Cantitatea

Specificarea tehnica deplina
solicitata, Standarde de referinta

2.1

48517000-5

Soft pentru audit, monitorizare, corelarea
evenimentelor referitoare la actiunile asupra
datelor si setarilor (Server de date, Active
Directory)

Bucata

1.00

network settings, registry settings,
DNS, and more

* Information on audit log
clearance, changes to local audit
policy, Windows service failures,
system shutdowns and time changes
» Reporting on file share changes
on Windows Server

SharePoint

* Reporting on changes to farm
configurations and user content,
permissions and permission
inheritance, group membership and
security policies

* Read access auditing

* Support of SharePoint 2016
Azure AD

» Changes to Azure AD groups,
users, passwords, roles,
applications, service principals,
devices, contacts, and more

* Logon auditing

Office 365

* Exchange Online administrative
changes, changes to mailboxes,
mail users, groups, permissions,
policies, and management roles

» Non-owner mailbox access
auditing

* SharePoint Online
configuration, security, and content
changes

» Changes to files stored in
OneDrive for Business

» Tracking data access in
SharePoint Online and OneDrive
for Business

Oracle Database

* Changes to roles and
permissions, settings and audit
policy, databases, triggers, views,
and more

» Content changes

* Logon auditing

* Information on data access

* Support of Oracle Database 11g
and 12¢

SQL Server

» Changes to SQL Server objects
and permissions, server instances,
roles and databases, tables and
stored procedures, etc.

* Logon auditing

» Support of SQL Server 2016
VMware

» Changes to vCenter and its
servers, folders and clusters,
resource pools, hardware
configurations of virtual machines
REPORTING AND ALERTING
Predefined reports and dashboards
Includes predefined audit reports
and dashboards that deliver detailed
information about changes, access
and configurations in a human-
readable format and allow users to
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Nr. d/o

Cod CPV

Denumire: Bunuri solicitate

Unitatea de
masura

Cantitatea

Specificarea tehnica deplina
solicitata, Standarde de referinta

2.1

48517000-5

Soft pentru audit, monitorizare, corelarea
evenimentelor referitoare la actiunile asupra
datelor si setarilor (Server de date, Active
Directory)

Bucata

1.00

filter, sort and export the audit data.
Email report subscriptions

Allows to subscribe individuals for
the reports they need. The reports
are automatically delivered by
email or saved to a file share on a
specified schedule (daily, weekly,
etc.).

Multiple report export options
Allows to export reports in PDF,
XLS(X), DOC(X), and CSV
formats.

Google-like interactive search.
Enables users to quickly sort
through audit data and fine-tune
search criteria making it easy to
hone in on the exact audit
information they need.
State-in-time reports

Shows current configuration
settings or settings from any
moment in the past, such as
effective permissions by user or by
object, or Group Policy settings.
Out-of-the-box compliance reports
Includes ready-to-use reports
aligned with compliance controls
from PCI DSS, HIPAA, SOX,
GLBA, FISMA/NIST800-53, CIIS,
FERPA, NERC CIP, ISO/IEC
27001 and GDPR.

Alerts

Notifies about actions that could
turn into security incidents
Reporting using SQL SRS

Utilizes industry-standard SQL
Server Reporting Services (free
SQL Express is supported) for
providing a wide selection of audit
reports. No proprietary reporting
engines.

MISCELLANEOUS
CAPABILITIES

File analysis

Includes predefined reports
overexposed and data ownership,
data usage and data volumes, stale
and duplicate files.

User behavior analysis

Delivers security analytics on
potential security incidents, such as
activity outside business hours,
unusual logons, spikes in failed
activity, access to archived data,
actions made by previously inactive
users, creation of files containing
sensitive data and more.

AD change rollback

Reverts unwanted changes to a
previous state without any
downtime or having to restore from
backup.

Termenul de livrare/prestare/executare solicitat si locul destinatiei finale:
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in termen de 5 zile de la data semnarii contractului
DDP - Franco destinatie vamuit

Documentele/cerintele de calificare pentru operatorii economici includ urmatoarele:

Nr. d/o Denumirea documentului/cerintei Cerinte suplimentare fata de document Obligativitatea
1 |Formularul ofertei F3.1 Original Da
2 |Formularul informativ despre ofertant F3.3 Original Da
3 |Declaratia privind conduita etica si neimplicata in Original Da

practici frauduloase si de corupere F3.4
4  |Declaratie privind situatia personald a operatorului Original Da
economic F3.5
5 |Specificatii tehnice si de pret (F4.1 si F4.2) Original Da
6 |Garantia pentru ofertd Original Da
7 |Minim ani de experienta specifica in livrarea bunurilor |Ofertantul va avea minim 3 (trei) ani de experienta Da
si/sau serviciilor similare specifica in livrarea bunurilor similare.

Pentru demonstrarea indeplinirii acestei cerinte
operatorul economic completeaza formularul (F3.3)

pct. 2.2.
8 |Certificat privind lipsa sau existenta restantelor fata de |Copie autentificata prin semnatura/stampila Da
BPN participantului
9 |Extras din Registrul de Stat a persoanelor juridice, cu |Copie autentificata prin semnatura/stampila Da
indicarea listei fondatorilor operatorului economic participantului
10 |Certificat de atribuire a contului bancar Copie autentificata prin semnatura/stampila Da
participantului
11 |Licenta de activitate Copie autentificata prin semnatura/stampila Da
participantului
12 |Ultimul raport financiar (situatii financiare) cu Copie autentificata prin semnatura/stampila Da
stampila Biroului National de Statistica participantului

Informatie Suplimentara:
Operatorii economici interesati pot obtine informatie suplimentara de la autoritatea contractanta si familiariza cu cerintele documentelor
de licitatie la adresa indicata mai jos:

Denumirea autoritdtii contractante: Agentia de Stat pentru Proprietatea Intelectuala

Adresa: Str. Andrei Doga nr. 24/1

Tel.: 022400630 , Fax: 022440119 , E-mail: tender@agepi.gov.md

Numele si functia persoanei responsabile: LUTCAN ALEXANDRU, Sef Sectie Economie si Audit

intocmirea ofertelor:
Oferta si documentele de calificare solicitate intocmite clar, fara corectari, cu numar si datd de iesire, cu semnatura persoanei
responsabile, puse In plic, sigilate si stampilate, urmeaza a fi prezentate

pina la: 19.01.2018 11:00

pe adresa: Str. Andrei Doga nr. 24/1

NOTA: In cazul prezentarii ofertei si documentelor de calificare solicitate prin fax sau pe cale electronicd, oferta stampilata si semnata
in original precum si documentele de calificare se vor prezenta in termen de 5 zile lucratoaredin data desfasurarii procedurii.

Ofertele intirziate vor fi respinse.
Termenul de valabilitatea a ofertelor: 60 zile

Ofertele vor fi deschise in prezenta fizica sau prin mijloace electronice a membrilor grupului de lucru al autoritatii contractante
si a reprezentantilor Participantilor la licitatie

la: 19.01.2018 11:00

pe adresa: Str. Andrei Doga nr. 24/1

Garantia pentru oferta:

Toate ofertele trebuie sa fie insotite de garantie pentru ofertd in forma de
Garantie bancara
Garantie prin transfer
in valoare de 1%

Contractul intra sub incidenta Acordului OMC - Nu

Continutul prezentei Invitatii este identic cu datele procedurii din cadrul Sistemului Informational Automatizat ""REGISTRUL
DE STAT AL ACHIZITIILOR PUBLICE''. Grupul de lucru pentru achizitii confirma corectitudinea continutului Invitatiei,



pag. 6

fapt pentru care poarta raspundere conform prevederilor legale in vigoare.

Conducéatorul grupului de lucru: PROFIRE PETRU




